Abstract-We present a demonstration circuit implementing four instances of 1-bit Physically Unclonable Function based on a low-complexity nonlinear dynamical system inspired by Cellular Neural Networks.
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I. THE DEMONSTRATION CIRCUIT
We present a demonstration circuit implementing four instances of 1-bit Physically Unclonable Functions (PUFs) based on a simple nonlinear dynamical system inspired by Cellular Neural Networks (CNNs), as proposed in [1] , [2] . The circuit is composed by four nominally identical instances of the same PUF, allowing to simultaneously evaluate different dynamical behaviors, depending on the mismatches between the systems parameter values. Each 1-bit PUF circuit implements the following two-neurons CNN
where k > 1, τ is a time-constant, the function g : R → R is the well-known standard piecewise linear (three-segments) activation function defined as g(ρ) = |ρ+1| 2
− |ρ−1|
2 , and the function u : R → {0, 1} is a digital control signal activating the excitation ξ. In the considered demonstration circuit we set k = 2 and ξ = 3.75. Following the implementing approach discussed in [2] each PUF can be obtained referring to the circuit shown in Fig. 1 , in which
Rs . Accordingly, the system (1) can be obtained with the circuit shown in Fig. 2 implementing the system
(2) The clamping voltage determined by the Zener diodes in our experiment was V z ≈ 7.6V , whereas the values of the resistors in the circuit of Fig. 2 have been determined using the calculations presented in [2] . The circuit is powered by a dual power supply with voltage levels of +12V and -12V, and for the operational amplifiers we used general purpose TL084 devices. 
II. EXPERIMENTAL RESULTS
The Fig. 3 shows the activation function g(V x ) measured at the clamped output of the non-inverting amplifier. A symmetric result has been achieved for the implementation of the function −g(V x ), using an inverting structure. Depending on the system parameter values (i.e., depending on the actual values of resistors, capacitors and Zener voltages), the four sub-circuits provide different dynamical behavior, as shown in Fig. 4 . The excitation term ξ has been activated and deactivated periodically, by means of the digital control signal u in (1) (signal INIT in Figs. 2 and 4) . For each sub-circuit the digital 1-bit PUF output is determined by comparing V x and V y before the excitation activation (i.e., when the transient is completed, if V x > V y the 1-bit PUF provides a digital '1' outcome). The demonstration circuit has also been investigated to vali- date the start-up PUF dynamical behavior expected from the theoretical analysis, as shown in Figs. 5 and 6. When the PUF circuit is switched-on, a random (noisy) initial condition q triggers a trajectory asymptotically attracted towards a stable fixed point (e.g., the pointp 1 in Fig. 5 ). When the excitation is active (dashed lines in Fig. 5 ) the system approaches a fixed pointp init that is located in a specific side of the basin of attraction border (depending on the parameter values). After the first excitation activation, the dynamics loses the dependency on the initial condition q [2] , remaining on the same basin of attraction (e.g., the basin of the attractive equilibrium pointp 2 in Fig. 5 ).
